Scam Watch Guide: Top Rental Scams and How to Avoid Them
Students are often prime targets for rental scams. Use this guide to recognize red flags, protect your money, and verify the legitimacy of listings and landlords.
Common Rental Scams
☐ Too Good to Be True: Rent is far below market price or includes 'everything' with no catch.
☐ No In-Person Tours: Scammer says they're 'out of town' or can't show the place.
☐ Wire Transfer Requests: You're asked to wire money before seeing the unit.
☐ Fake Listings: Photos are stolen from other listings or the address doesn’t match up.
☐ High-Pressure Tactics: 'You need to decide today or lose it.'
How to Protect Yourself
☐ Never pay before touring. Always view the unit in person or via verified live video.
☐ Research the address online to check if it's listed multiple times or under other names.
☐ Reverse image search the photos to see if they appear in other listings.
☐ Confirm the landlord owns the property via public records.
☐ Use verified platforms like UniBid where listings are vetted.
Safe Payment Tips
☐ Avoid sending money via Zelle, Venmo, or wire transfer before signing a lease.
☐ Never send gift cards or crypto as rent or deposit.
☐ Use a secure payment method with a paper trail (check, credit card, etc.)
If You Suspect a Scam
☐ Report to your campus housing office or student affairs.
☐ Report to the FTC (reportfraud.ftc.gov) or local authorities.
☐ Warn others using UniBid’s feedback feature or student groups.
